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KOMMEKCHAS CUCTEMA YMPABIEHWS M OBECTEYEHMS BE3OMACHOCTM NPEANPUSTUS HA BA3E
sECrPoBOAHbIX TEXHOMorui Private LTE u Wi-F1 6

E.B. Tpudonos, A.H. LLimypbes (Komnanus TpuanuHk)

O60CcHOBAHA BAXKHOCTb M OKTYQbHOCTb CO3BAHMS €AMHON KOMMYHMKAUMOHHOM Cpeabl MPeanpHatis, COCTOLEH M3 OMOPHON
Cem, cucTembl BECPOBOFHON CBA3M, YHMBEPCAIbHbIX QBOHEHTCKMX YCTPOJCTB M CAELMAbHOTO MPOTPAMMHOTO 06eCieqeHHs.
[MpoaHanuanposaHsl GyHKLMOHAbHbIE BO3MOXHOCTH GECMPOBOAHBIX MPOTOKOMOB nepenayum pawHsix Private LTE u Wi-Fi 6.

PaccmorpeHb BO3MOXHOCTM M COCTAB MPOrPAMMHO-AMMAPATHOTO KOMMNEKCa

«MAPC MotutopuHr», Ha 6ase koToporo

npegnaraerca passopayMBATe €gUHYHO KOMMYHHUKAUHMOHHYIO CpeRy NnpepnpUatis.

Kntouessie crosa: emmHas KOMMYHMKQUMOHHQS CPena Mpeanpmatis, GecnpOBOAHbIe MPOTOKOMbI Nepeaayq [AHHbIX,
aboHeHtckme TepmuHansl, PoC cuctemsl, pezepsrposanme, MHPOPMALMOHHAS 6E30MACHOCTS,
Private LTE, Wi-Fi 6, kputuecku BaxxHas MHpactpykrypa.

Beepenue. Lindposas tpancdopmauys v Industry 4.0

ITporpammbl LG poBoOit TpaHCcHOpPMaLIMK 1 TIepexoaa Ha
pemrenus ypoBHs Industry 4.0 mpuHsTE Kak Ha DeneparbHOM
YPOBHE, TaK U B OOJBIIMHCTBE KOMIAHWIA 1 OpraHu3aLuil camo-
ro pasnuuHoro npoduist. B pamkax Industry 4.0 ucnonb3ytorcst
TEXHOJIOTUY 00PaOOTKM OOJIBILIMX JAHHBIX, 00JIAYHbIE PEICHUS,
Internet Beweit, LndpoBble TBOWHUKHU, TPUTOXEHUS Ha Oa3e
WCKYCCTBEHHOTO MHTEJIIEKTA 1 JIP.

IIpouecc BHenpeHus anemeHToB Industry 4.0 1ocTaToYHO
CIIOXXHBIN 1 noporoit. Kpome Toro, mpeanpusiTusi UMeIoT pas-
JIMYHYIO CTENeHb FTOTOBHOCTU K IIM(POBOIA TpaHCGhOPMALIUU.
B c¢BsI3u ¢ 9TUM peasibHbIM MPEICTaBISICTCS MTOCTETEHHbIH,
TOSTAMNHbIN Mepexoa Ha petteHust ypoHst Industry 4.0. Takoi
SBOJTIOLIMOHHBII MEPeXo] MOXET 3aHSTh HECKOJIBKO JIET U TIOT-
peOyeT IIaHMPOBAHUS HE TOJIBKO KAaITUTAIBHBIX BIOXEHUIA, HO
U peleHust TexaHuueckux BorpocoB. CoBpemenHast UT-chepa —
3T0 HamboJiee TMHAMUYHO pa3BUBaolIascsl 00jaacTb. HoBbie
TEXHOJIOTUY TOSIBIISIIOTCSI €XeromHo. CpoK paboThl CTaphbIX TeX-
HoJsoruii B obnactu T cokpaliiaercs, moaToMy O4eHb BaxKHO
C caMOro Havasia MpaBWJILHO BBIOPATh TEXHUYECKHE CPEICTBA
W pelIeHNsT, KOTOPbIE ObI MTO3BOJISUT 00ECTIEYNTh MHTETPALIMIO
C IPYTIMU CUCTEMaMU 1 PEIIEHUSIMY CETOTHST M MMEJTH BO3MOXK-
HOCTb MOJIEPHU3ALIUM U PA3BUTHSI B OYIYIIEM.

Epvtas nigopmaumonHas cpepa npeanpustis

BakHoit 3anavyeii COBpeMEHHOTO TIPETPUSITUST SIBIISIETCS
CO3MaHMe eAMHON KOMMYHMKAIIMIOHHOM CPEeIbl, COCTOSIICH
13 OIIOPHOM CETU, CUCTEMBbI OECITPOBOIHON CBSI3M, YHUBEP-
CaJIbHBIX @00HEHTCKMX YCTPOUCTB U CIIELIUAIbHOTO TIPOrpaMM-
Horo obecrnieueHust. EqrHas KOMMyHUKALMOHHAs Cpefia AaeT
BO3MOXKHOCTb BHEIPEHUS] U MHTETPALIUU B €IUHBINA KOHTYD
YIPaBIICHUS Pa3TNYHbBIX CUCTEM YIPABICHUS, TPUMEHSIEMBIX
Ha yPOBHE TEXHOJIOTMYECKUX MPOLIECCOB, TIPOU3BOACTBA 1 MPE/I-
MPUSTUS B LIEJIOM, a TAKKE CUCTEM YIPABICHUSI, CBI3aHHBIX

C opraHu3alyeil OXpaHbl U 0€30MaCHOCTH MPOMBIIIIIEHHOTO
o0bekTa. K eqnHol cpeie MOAKIOUaOTCsl CTallMOHAPHbIE U MO-
OMIIbHBIE OOBEKTHI PA3TMYHBIX TUITOB. BUICOKAMEPHI, TATUYNKH,
YHUBEpPCAIbHBIE CPENCTBA KOMMYHHUKAIINK, CPEICTBA XPAHCHNS
TMAHHBIX, KOHTPOJUIEPHI PA3IMYHBIX ITOICUCTEM YIIPaBICHUS,
cpenctBa obecrieueHus 6e30IacHOCTH, CPEICTBA OMIOBEIIICHUS
1 BU3YaJT3aLIH.

ChopmynrpyeM OCHOBHBIC TPEOOBAHMSI, TIPSIBSIBISIEMbIC
K €IMHOM KOMMYHUKALIMOHHOM Cpene MpeanpusITHSL:

- HAJTMIME €TUHOTO IIEHTPA YIIPABICHUS,

- OTKPBITAsI apXUTEKTYPa;

- BO3BMOXHOCTb MacIlITabMpoOBaHMs U MOJICPHU3ALINN;

- obecneueHre MHPOPMALIMOHHOI 0€30MaCHOCTHU U 3alLUThI
nHbOopMaLInY;

- HaIeXXHOCTb pabOThI, B TOM YKCJIE B CIy4ae KPU3MCHBIX
CUTYalluit;

- IPOCTOTA Pa3BEPTHIBAHMS 1 COIIPOBOXICHUS;

- MHTETPaIMsI ¢ IMEIOIIMMICS TIOACUCTEMaMHU YIIPABJICHUS 1
0€30MaCHOCTH MJIN MX BJICMCHTAMI

- IONKJTIOUEHNUE CTAIIMOHAPHBIX ¥ MOOMITBHBIX O0BEKTOB;

- pe3epBUPOBAHNE CUCTEMBI JIEKTPOITUTAHUS U BCEX OCHOB-
HbIX 371eMeHTOB U T-MHDpacTpyKTypHl;

- BO3MOXHOCTD MCIIOJIb30BaHUsI IPOTOKOJIOB MAKETHOM Tie-
penauu naHHbIX [EEE 802.3 (Ethernet);

- obecrieyeHre HeOOXOAMMOM MPOIMYCKHOM CITOCOOHOCTU
TIpY Mepeaye TaHHBIX (B TOM YMCIe MOAAEPXKa Mepefayu BUAEO
B BBICOKOM Ka4yeCTBe C HEOOXOAMMOTO YKcia BUAEOKaMep);

- MOJAEPKKY HEOOXOIMMOro Yncia 0OBEKTOB M aDOHEHTOB
(c yueToM OyayI1Iero pa3BUTHs);

- HEOOXOIMMbIIA OXBAT TEPPUTOPUU TIPEATIPUSITHS CUCTEMOI
0eCITPOBOJHOrO JIOCTYMA (C YUETOM TpeOOBaHUS K pe3epPBUPO-
BaHUIO);

- HHTepGelichl U1 BBIX0Aa Bo BHeIIHHUe ceTH (Internet, Tere-
(boHHasI ceThb 1 11p.);
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- MHTepdENCHI IS TTOTKITFOUCHIUS 00JIAYHBIX CEPBUCOB U
CTBIKOBKY ¢ BHeIIHUMHY 1O Jamu;

- 95KoHOMMYecKast 3(hHEeKTUBHOCTb.

[pu coznaHny KOMMYHHUKAIIMOHHOM M1aT(hOPMBI TTPEATPHUSI-
THE UMEET BO3MOKHOCTb:

1) ucrosnb30BaTh MOTHOCTHIO WIIM YACTUYHO CETh U MH-
(pacTpykTypy omeparopa CBs3M, IPEIOCTABISIOIIETO YCIYTU
Ha TaHHOW TeppUTOPUM (HAIIpUMep, OMHOTO U3 COTOBBIX
OTIepaTopoB);

2) CTPOUTH U pa3BUBaTh COOCTBEHHYIO CUCTEMY CBSI3U B CO-
CTaBe OIOPHON MPOBOAHOM WM OIITOBOJIOKOHHOM CETU U CUCTE-
My OeCIIPOBOIHOIO JOCTYIIA.

B nepBoM citydae pacxoabl Ha CO30aHKMe CUCTEMBI CBSI3U OY-
nyT Hipke. OmepaTophl CBA3M MPeIIaraloT KOPIOPaTUBHBIM 3a-
Ka34MKaM He TOJIBKO JielleBble Tapr(dbl Ha TeIe(OHHYIO CBS3b 1
MOOWITBHBIN Internet, HO M TOTIOTHUTEIBHBIC YCIYTHY, TAKME KaK
PTT-CBSI3b' /U1 TEXHONOTMYECKOIT TONOCOBOI CBA3M W pelie-
Hust NB-IoT m1st monkitoueHus: JaTYMKOB pa3IMUHbIX TUTIOB
gyepe3 COTOBYIO MHGppacTpykTypy. OIHAKO HaIeXHOCTh PabOTHI
OIePaTOPCKOI CUCTEMBI CBSI3M, OCOOCHHO B CTydae KpU3UCHOM
CUTyalluH, KOTJIa 3T0 0COOEHHO BaxkKHO, HeBbIcoKast. Hu onuH
KOMMEPUECKHii orepaTtop He MOXET TapaHTUpPOBaTh HEMEICH-
HOTO MPEIOCTaBIeHNs HEOOXOIUMOTO cepBHca (1 TOJOCOBBIX
BbI30BOB 1 MobwmbHOro Internet) B 100% ciyyasx. [Tpu padote
yepe3 orepaTopa TakKe HYXKHO IIPEIyCMOTPETh PeryJIsipHbIC
TJIATeKU OTIepaTopy CBSI3M 3a MOTyJaeMblii CEpBUC.

Bo BTOpOM Citydyae pacxoabl Ha co3gaHME COOCTBEHHOM
HMHMpPaCcTPyKTYphl OYIYT BBIIIE, HO TIPY 3TOM MOXHO ITOCTPOUT
CHCTEMY CBSI3M C 3aJaHHBIM YPOBHEM HANEXHOCTH, B TOM YHCIIE
CHCTEMY, YIOBIETBOPSIOIIYIO TPEOOBAHUSIM, TTPEIBSIBISIEMBIM K
KPUTHYECKU-BaXKHOI nH(ppacTpykType (Mission critical). Mox-
HO 3apaHee npenycMotpeTh 100% HamexHyio padboTy Beex abo-
HEHTOB U MOKJIIOUYEHHBIX YCTPONCTB KaK B OOBIYHOM PEKUME
PaboThI, TaK U B CITy4ae KpU3UCHOM CUTYaIMH (TIPUPOIHbIC WU
TEXHOT€HHbIE KaTacTpo(bl, TEPPOPUCTUYECKUE aTaKU U T.1.).
Takast Mofielb KOMMYHUKALIMOHHOM Cpelibl MPearouTUTe IbHA
IUTSI TIPEATIPUATUIA X OpraHU3alUi UMEIOLIUX KPUTUYECKU BaXK-
HYIO MH(PacTpyKTypy.

Br160p KOMMYHUKAIIMOHHON MOJIENN 3aBUCHUT OT CIeI(u-
KM pabOThl KOHKPETHOI OpraHM3aluu. ABTOpbl PEKOMEHIYIOT
CTPOMTH U UCTIONIL30BaTh COOCTBEHHYIO CUCTEMY CBSI3H, UTO 00e-
CrieyuT 00J1ee BHICOKUIT YPOBEHD YIpaBAeHMs U 0€30MacHOCTH.

Bbi6op 6ecnipoBopiHOI CUCTEMbI CBS3M NS MCMIONb30BAHMS

B KOMMyHMKGL[VIOHHOFI cpene npennpmma

Ha naHHblii MOMEHT CYIIECTBYET HECKOJIBKO MTPOTOKOJIOB
(cTaHmapToB) OCCIIPOBOTHONM CBSI3M, MCIIONB30BaHIE KOTOPHIX
MO3BOJIUT CO3IaTh COOCTBEHHYIO OECIIPOBOIHYIO CETh C LIMPO-
KUMU BO3MOXHOCTSIMU, TAKUMU KakK repeaaya X1BOro BUAEO
B BBICOKOM Kauy€CTBE, BbICOKAsI CKOPOCTb IepeAayu JaHHbIX,
TOIEPXKKA MTOJCUCTEMBI TEXHOJIOTMYECKOUN TOJIOCOBOM CBA3U

1 pa3HooOpa3Hbix UT-npunoxeHuii. B kauecTBe Moaxoasimx
otmetuM ctanaapt LTE npu yciaoBum cTpouTenscTBa COOCTBEH-
Holt yacTHol cetn - Private LTE [1], a Takxe HOBBIN BapuaHT
ceteit Wi-Fi — cranmapt Wi-Fi 6 [2, 3]. Kpome Toro, mpoTtoko:n
LoRa’ [4] iMeeT psin MPEeVMMYIIECTB MPU UCTIOJIb30BAHUU B MOJI-
cUCTeMaX MOHUTOPWHTA TEXHOJIOTUIECKUX TTPOIIECCOB C TIOJI-
KITIOUEHVEM Pa3TMIHbBIX IATYNKOB.

OtmetuM, uto st padotsl cetr LTE tpedyetcs paspelieHue
HA UCIIOJIb30BaHME HEOOXOMUMBIX YACTOTHBIX Tana30HOB. Yac-
TOTHBIe Auana3oHbl ceteir LTE omnpeaeneHbl caMuM cTaHaap-
ToM. B Poccun cetr LTE B 0CHOBHOM CTpOSITCSl Ha IMarna3oHax,
npuHaThix LIt Esporsr — 2100, 2300, 2600, 1800, 1900, 900 u
800 MT'u. B psine ctpaH peryiupyroniyie OpraHu3aluu mpen-
YCMOTpETN HaJIMure CBOOOIHOTO YaCTOTHOTO Marna3oHa Juis
pasutus ceteit LTE, obcmyXuBaioomx opraH13alun 0XpaHbl
ob1ecTBeHHOI O6e3omacHocTh. B Poccuu moka Takux «3apesep-
BMPOBAaHHBIX» 1151 YacTHBIX cetelt LTE nuanazonoB Het. Mme-
IOIIUIICS YaCTOTHBIN PECype pacrpeesieH MeXIy KPYITHbIMU
oriepaTopamu.

OIHAKO 3TO HE 03HAYAET YTO CTPOMTENIBCTBO YACTHBIX CETEi
LTE B Poccuu HeBo3MOkHO. Bee KpyTHbIe pocCUACKIE COTOBbBIE
OTIEPaTOPHI MPeJTaraloT 3aKa3uukaM BO3MOXKHOCTb TIOCTPOUTh
yactHyto LTE-ceTs. [Ipu aTOM omiepatop mnpeiaraet noamnucaTh
coranieHye o padboTe CeTH Ha YacTOTax, COTIACOBAHHBIX PETy-
JISITOPOM JIJTs1 pabOThI ITAaHHOTO oriepatopa. Peus, mpasna, uier o
pasBepTeiBaHNY YacTHBIX LTE ceteil B kauecTse ceteil TexHOMO-
TUYECKOI CBSI3U B yAICHHBIX PETMOHAX, 32 TTPe/IeIaMU KPYITHBIX
TOPOJIOB — TaM, TJI¢ y oTiepatopa HeT cBoeit komMepueckoii LTE
CeTH, ¥ YACTOTHBIN TATTA30H HE VCTIOTb3YeTCsI.

Cetb LTE coctout u3 gapa cuctemsl (Core) 1 6a30BbIX
CTaHIMI. B OTIENBHBIX CITydasiX COTOBBIE OIEPATOPhI TIPeIIa-
TraloT 3aKa34MKy KyMmuTh COOCTBEHHbIE Oa3oBble cTaHuy LTE u
TOAKJIIOUUTD UX K SAIPY CUCTEMBI, HAXOAALLEMYCS Y OIleparopa.
Taxyto cuctemy Helib3st Ha 100% cunTaTh YaCTHOM, TOCKOJBKY €€
paboTa 3aBUCUT OT sIIpa, HAXOISIIIIerocs y oneparopa. B monHoc-
Thio He3aBucuMoii cetr LTE u sinpo cetu, opranusyioiiee cna-
>KEHHYI0 pabOTy BCEil CUCTEMBI M OTBEYAIOIIIEE 32 HETIPEPHIBHYIO
U KaQueCTBEHHYIO CBSI3b, M 0A30BbIE CTAHIIMU TTPUHAIIIEKAT
3aKa3YMKY U TOJHOCTBIO UM KOHTposupytotest. Ho yuutsiBast
BBICOKYIO CTOMMOCTD SIPa 3aTPaThl HA TAKYIO CETh OYIyT MOCTa-
TOYHO BBICOKUMHU.

OcobeHHOCTH OECTIPOBOIHOM CeTH Ha ba3e TEXHOJIOTUN
Private LTE:

- BbIJIEJIEHHAS CETh, TPUHAJIEXAIAs 3aKA3UUKY;

- BO3MOXHOCTb IIOCTPOUTH CETh YPOBHS KPUTUUYECKU BaXXHOMN
MHGPACTPYKTYPBI C TpeOYeMbIMU MapaMeTpaMu Mo HAEXKHOCTH,
MPOMYCKHOI crTocCOOHOCTH 1 KauecTBy cepBuca (QoS);

- HIMPOKOITOTIOCHAS TEXHOJIOTHSI, 0OeceurBaloniast BbICO-
KYIO0 CKOPOCTb Mepenayu JaHHbIX (BO3MOXHOCTb MepeiaBaTh
KMBOE BUIEO B BLICOKOM KauecTBe). [TpormyckHast cnocoOHOCTb
1o 3 I'our/c;

UPTT (anrn. Push-to-talk, mocmoBHo — «Haxkmu, 4TOOBI TOBOPUTH») — TMOJYAYIUIEKCHBIM CTaHAApT TOJOCOBOM CBSI3U C JIBYCTOPOHHUM
pagronHTepdeiicoM 1 BO3MOXKHOCTBIO TIepelau CUTHAJIa OMHOBPEMEHHO TOJIHKO B OJHOM HarpaBIeHUH. 1)1 TepeKITIoueHUsT MKy peskuMaMu TipreMa
u negex{aqn MOJIb30BATENI0 HEOOXOAMMO HaXXMMaTh/OTITyCKaTh COOTBETCTBYIOLLYIO KHOTIKY (TAaHT€HTY) Ha palliOyCTpPOICTRE.

LoRa — 310 TexHom0OrMsI 6eCIpOBOAHOM TTepeaaun TaHHbBIX, B KOTOPO UCITOJb3YeTCsl METO, PaIXOMOIY/ISILIMKM, KOTOPBI MOXKET OCYLIECTBIISITHCS
npuemonepenatTankamMu Semtech LoRa. DToT nmporokosn Momyisiiiuy obecrieurBaeT rnepenady HeOObIIUX JTAHHBIX Ha OOJIbIIME PACCTOSIHHUS, BHICOKYIO

yCTO]\/'I'{I/IBOCTI) K IToMexaM Inpu MUHUMaJIbHOM l'IOTp€6J'ICHI/II/I OHEPIruun.
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MPO3BOOCTBEHHBIE ABTOMATM3MPOBAHHBIE CUCTEMbI

- TpeOyeTcsl pa3pellieHne Ha UCIOIb30BaHUE PalovacToT.
B Poccuu nmotyuuthb paspeleHust y peryjasitopa KpaiiHe cJ1ox-
HO. MOXXHO MCTOJIb30BaTh HEOOXOAUMBIE YACTOTHI MO TOTO-
BOPY C OIHUM U3 YETBIPEX COTOBBIX OIIEPaTOPOB, HO TOJIBKO 32
TIpefielaM1 KPYITHBIX TOPOIOB;

- TpeOyeTcsl CTPOUTENLCTBO MH(MPACTPYKTYPBI, COCTOSIIEH
U3 s7Ipa, HEOOXOMMMOTO Yrciia 6a30BbIX CTAHIMIA U KaHAJIOB
cBsI3M MexXIy HUMHA. CTOMMOCTh 000pYIOBAHHUS TIPH 3TOM JOC-
TaTOYHO BBICOKAS,

- B Ka4eCTBe aDOHEHTCKUX TEPMUHAJIOB MOTYT MCITOJIb30-
BaThCs CMAPT(HOHBI U IITAHIIETHI (B TOM YMCJIC 3aIUIICHHEBIC) 1
crieuuanbHble TepMuHaibl rosocoBoit PTT cBsizu (PoC );

- obopynosanue mis ceteil Private LTE npemnaraercs Hec-
KOJIbKUMU KOMITaHUSIMU (B TOM uucie U poccuiickumu). Ho ux
BBIOOp OrpaHUYEH.

Buenpenue uactHbIx ceTeii Private LTE no3BonsieT pa3BepHyTh
pazmuunble UT-npusoxkeHust, Takue Kak CUCTEMbI OTTOBEIIEHMSI,
0€e3011aCHOCTA, MOHUTOPHHIA U TOJIOCOBOM TEXHOJIOTMYECKOM
cBa3u, Industrial Internet of Things (I1oT), a Takke obecrieunThb
unrerpaimio co SCADA, MES, ERP cucremamu. Takum 00-
pazoM yactHble cetd LTE mo3BonsiorT momyyuTh KOMILIEKCHOE
pelieHue, cCooTBeTcTRYolIee TpeboBaHusIM Industry 4.0.

JIpyriM TIPOTOKOJIOM, MTO3BOJISTIOLIMM TIOCTPOUTH KOMILITEKC-
Hoe peleHue, spistercs npotokoi Wi-Fi 6 (cranmapt IEEE
802.11ax). Cranmapt Wi-Fi cyiiectByer MHOTO JIET, HO TpO-
JoimkaeT pasBuBathes. HoBblil BapuaHT cranmapra — Wi-Fi 6
MO3BOJISIET Ha TeX XK€ YaCTOTHBIX TUAra30HaX, OTKPBITBIX LIS
ucnoas3oBanusi B Poccun (2,4 u 5 I'T), 3HaUUTETLHO YBe-
JIMYUTH CKOPOCTh Tiepefauy JaHHbIX U YKCIIO TOAAepXK1Bae-
MBIX a00OHEHTCKMX ycTpoiicTB. Ha Gase cetnt Wi-Fi 6 MoxkHO
noctpouTh penieHust Internet Beweii (IoT), cuctembl BuaeoHa-
OMofeHYIs], TOJIOCOBOM CBSI3U, OMOBELIEHMSI, MOHUTOPUHTA U p.
IMporokon Wi-Fi 6 yreepxneH B Poccun B KauecTBe cTaHmapra.
V:ike MosIBMIIOCH 000pynoBaHue st co3nanus ceteir Wi-Fi 6
oTeuecTBeHHOro npousBoacTsa. st co3naHus cetu Wi-Fi He
TpeOyeTcst oyJaTh pa3pelieHrne Ha 9acToThl. CTOMMOCTb TOYEK
noctyma (Access Points) Wi-Fi 6 oTHoCUTETEHO HEBBICOKaST.

OcobeHHOCTH OecIpOBOAHOI ceTH Ha 6a3e TexHojoruu Wi-
Fi6 (IEEE 802.11 ax):

- COOCTBEHHasI CeTh, MPUHAIEXAIIAsl 3aKa34uKYy;

- TTO3BOJISIET TTOCTPOUT CETh YPOBHSI KPUTUYECKU BAXXKHOM MH-
(bpacTpyKTyphI ¢ TpeOyeMbIMU MapaMeTpaMy 10 HAIEXXKHOCTH U
KauecTBy cepuca (QoS);

- ITPOKOTIONIOCHASI TEXHOJIOTHST, 00eCTIeUMBAOIast BBICOKYIO
CKOPOCTb TIepenaur JaHHBIX (BO3ZMOXHOCTD ITepeIaBaTh XXKIUBOE
BHJIEO B BHICOKOM KauecTtBe). [IpomyckHast criocoOHOCTb 10 9,6
I'our/c;

- He TpeOyeTcs pa3pellieHre Ha UCTIONb30BaHKE PAIOIACTOT.
Hcronb3yroTcest OTKpBITHIE T MCTIONb30BaHus B Poccun mna-
mma30HbI 2,4 MI'tu 5 MI;

- uHdpactpykrypa cett Wi-Fi 6 COCTOMT 13 TOUEK JOCTYIA 1
KaHAJIOB CBS3U MEXIY HUMU,

- B Ka4eCTBe a0OHEHTCKUX TEPMUHAIOB MOTYT MCITOJIb30-
BaThCS CMapTHOHBI U ITAHIICTHI (B TOM YUCTIE 3aIIUIICHHBIC)
U crielraibHble TepMuHabl rojocoBoit PTT cBsi3u (P0C3);

- crangapt Wi-Fi 6 — IEEE 802.11 ax npunsr B Poccuu;

- ucrosb3oBaHue rpotokona Wi-Fi 6 obecrieunBaet 6071b-
IIYI0 YCTOMUMBOCTD K BHELITHAM ITOMEXaM, ITOAKITFOUEHIE 00JTh-
1II0TO YKCJIa A00OHEHTOB HA OTPAHUYEHHOM TEPPUTOPUU, BBICO-
K€ CKOPOCTH ITepeIaull JaHHBIX, «0eCIIOBHOCTE» CETH (IIEPEXOT
MOOMJILHOTO aOOHEHTa OT OIHON TOUKM JOCTYMa K Ipyroi 6e3
TIPEPBIBAHYISI CBSI3N);

- obecreunBaeTcsl odpaTHasi COBMECTMMOCTD - BO3MOXHOCTh
HCTIOJIb30BATh YCTPOiiCTBa ¢ Oonee paHHUMU Bepcusimu Wi-Fi
(IEEE 802.11);

- TiofIepKKa pa3HooOpa3HbIx U T-npuoxeHuit v rofnocoBoii
cBsizu VolP (PoC);

- UCTIOJIb30BaHNUE CUCTEMBI yIpaBiieHus ceTblo (Network
Management System — NMS) B cetu Wi-Fi 6 no3sosnur ontumu-
3MpOBaTh HArpy3Ky Ha OTAEIbHbIE TOUKHU JOCTYIa, ONTUMAIBHO
HACTPOMTh MX MOIIHOCTb M TaKUM 00Pa3oM IMOBLICUTH HaleX-
HOCTb U TPOITYCKHYIO CIIOCOOHOCTh CETH B LIEJIOM.

[Ipu o1ieHKe cToMMocTH ceTu Ha Oa3e peweHust Private LTE
nnn nipotokojia Wi-Fi 6 HyXXKHO y4UTBIBaTh CTOMMOCTh CO3/1a-
HUS OTIOPHOM CETH IS TOAKIIOUeHMSI 0a30BbIX CTAHIIMIA WK
Touek goctyna. Heobxomumyto CKOpoCTh mepenayul JTaHHbIX B
¢ cucreme Wi-Fi 6 MOXXHO MOy4nTh, €ciiv aOOHEHT HaXOAUTCS
Ha paccrosgauu 200...400 M oT Touku goctyna. J{ist mokpeIThs
3HAYUTEILHOM TEPPUTOPUH NPU Mcrojb3oBannu Wi-Fi 6 mo-
KeT TOTpeOOBATHCS YCTAHOBUTH HECKOJIBKO MECSITKOB MM TaXe
COTEH TOYEK J0CTYIa, KOTOPhIe JOIKHBI ObITh OIKITIOUEHBI K
OIOPHOI ceTu (Ha 6a3e ONTUYECKOro BOJIOKHA MU C TIOMOIIIBIO
TpaHcropTHBIX ceteit (Backhaul) mo pagnokanany). CTouMocThb
CO3MIaHUS TaKOU OIIOPHOM CETU MOXKET 3HAYUTEJIBHO ITPEBOC-
XOIUT CTOMMOCTb CaMMX TOYEK TOCTYIa U MOBJIUSET Ha OOIIYIO
CTOMMOCTb CUCTEMBI.

JlanbHOCTD CBA3M B ciydae ucrnonb3oBaHus Private LTE 3a-
BHCHT OT MCITIOJIb3yeMOTO rara3oHa, penbeda, HaTuuus mpe-
TMISITCTBUI, TMITA AHTEHH, BBICOTHI MX ITOIBECA U IPYTUX (haKTOPOB.
Haubornee BHITOTHBIM C TOUKY 3pEHHUST JTATbHOCTH SIBIISIETCS AMa-
naszoH 450 MI'u (B31), onHako BO3MOXKHOCTH MOTYYEHMsI 3TOTO
nuanaszoHa aist ceteit Private LTE ouenb orpanuyensl. bosee
JOCTYITHBIMU TSI TIOMTYJeHHUS pa3pellieHHid Ha pa3BepThIBaHUE
Private LTE siBnsiiorcst amanazonsl B38 u B40 (2,3...2,4 I'T),
HO JTaJIbHOCTDb CBSI3U B 3TOM CJy4yae OyaeT 3HAYMTEIbHO MEHb-
mre. Jlaxe B ciyyae MpUMEHEHUsI CrieLMaIbHbIX HATIPaBJIEHHBIX
aHTEHH ¢ BbicoTOl moapeca 15...20 M ganbHOCTD cBsizu Private
LTE B38 mwm B40 moxet ObITh He Oosnee 1,5...2 kM. Ho 1 Takue
TapaMeTphbl TIO3BOJISTIOT ITOCTPOUTD CETh C HEOOXOIMMBIM TI0-
KPBITHEM JIOCTATOYHO OOJIBIIION TEPPUTOPUHU, UCTIONB3YS TPU
- yeThIpe 0a3oBbIx craHuuu Private LTE. [Tpu atom notpedyetcst
3HAYMTENILHO MEHBIIIE BIOXEHHUI B CO3IaHMe OTIOPHOI CeTH ISt
MOAKJTIIOUEHUsT 0a30BbIX CTaHLIMIA. Takum 06pa3oM CJI0XHO cle-
JIaTh OJTHO3HAYHBII BBIBOJI OTHOCHTEJILHO TOTO, KaKast 13 MPeUIo-
JKEHHBIX TEXHOJIOT Wi Oy/eT nietiensie. TOUHbIe OTIeHKU CTOMMOCTH
000UX pEIIeHNIA ¥ X CPAaBHEHNE MOXHO CIENaTh, IPOBE/IS pacye-
THI PAIUOTIOKPBITUS TPUMEHUTETEHO K KOHKPETHOMY O0BEKTY 1
YUUTBIBAS] KOHKPETHBIE TPEOOBAHUS K OECTIPOBOIHOI CETH.

Bri60op, Kakyto U3 TexHoJoruit ucroyb3oBath — Wi-Fi
6 wi Private LTE, MoxHO cienath ucxonst u3 TpeboBaHUIA

1 o
PoC (POWEI‘ over CO&X) - HOBAsl CUCTEMa MUTAHUSI, KOTOpasi MOXKET MoJaBaTh YHEPTUIO Ha aHAJOTOBbIE CUCTEMBbI Yepe3 KOAaKCUaIbHBIN Kabeib 0e3

KaKoro-anbo JAPYyroro UCTOYHUKA IMUTAHUA.
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K KOHKPETHOH cUCTeMe U UMEIOIUXCS OTPAaHUYeHUH (OI0KeET,
BO3MOXHOCTb UCIIOJIb30BaTh JULIEH3UPYEMbIE YaCTOThI TSI
cetu Private LTE u np.). B onpeneneHHbIX ciyyasix BO3MOXHO
UCIIONb30BaHKe ABYX TexHonmoruit — Private LTE u Wi-Fi 6 B
OIIHOHA CEeTH.

HanexHocTh pabOThl CUCTEMBI CBSI3U 3aBUCUT OT HAIEXKHOM
PaboTHI ee KOMITOHEHTOB. B CBSI31 ¢ 5TUM peKOMeHyeTCs Mpe-
YCMOTPETh PE3ePBUPOBAHKE BCEX OCHOBHBIX 2JIEMEHTOB CETH.
Bce anemeHThI MHMPACTPYKTYpbl peKOMEHIYETCSl 00ECeUnTh
OCHOBHBIM U PE3ePBHBIM 3JIEKTPONUTaHUEM. PacronioxeHue To-
uek goctyna Wi-Fi 6 v 6a30Bbix cranuuii Private LTE nomxHO
obecreunBaTh IBOMHOE Pe3ePBUPOBAHUE MO MOKPHITHIO Ha BCEi
TePPUTOPUU MTPEATPUSITHUSI.

nOHCMCTEMbI rofiloCOBOM TeXHONOrMUYECKOU CBSI3U

OTaeabHO OCTAHOBUMMCS Ha CUCTEMax IOJIOCOBOM TEXHO-
JIOTUYECKOM CBSI3U, KOTOPbIE CYILECTBYIOT Ha MHOTUX MPO-
MBIILIJIEHHBIX TPEANPUSATUSIX YK€ MHOTO JIET U MO3BOJISIIOT
3(DHeKTUBHO yMPaBasATh MEPCOHATIOM U MOBBIIIATh YPOBEHb
OesomacHocTy. B mocieaHue roabl KUPOKOE pacnpocTpa-
HEHUE MOJIYyYWIn HUdPOBbIe CTAHAAPTHI PAAUOCBI3HU, TaKKe
kak Tetra wiu DMR. OnHako TpanlulIIMOHHbBIE CUCTEMbI
paaMoCBsI3U, Naxe MOCTPOEHHbIE HA LIU(MPOBBIX MPOTOKO-
Jlax, CJI0XHO UHTerpupoBath B oouryio UT-undpactpykTypy
npennpusatus. [TosBieHre HOBBIX pelIEHUI B 00JIaCTH TO-
JlocoBoii cBsa3u, Hanpumep TexHosorun PoC (Push-To-Talk
Over Cellular), ¢ BO3MOXHOCTbIO MOIKII0YEHUsT aDOHEHTOB
uepe3 cetn 3G/LTE wmm Wi-Fi naet Bo3MOXHOCTh UHTETpa-
WU CUCTEMBI TOJIOCOBOM TEXHOJOTUYECKOI CBSI3U B OOIIIYIO
MHQPACTPYKTYPY MPEaTPUSITUSI.

Cpenu ¢hyHKUMIA CUCTEMBI TOJOCOBOM TEXHOJIOTMUYECKOM
cBs131 Ha 6a3e TexHosoruu PoC oTMeTuM:

- obicTpblil PTT-BbI30B — HE HY>XKHO HabUpaTbh HOMEpP U
KIaTh KOTa a0OHEHT OTBETUT Ha 3BOHOK;

- TPYNIIOBOM, MHAUBUIYAIbHBI, SKCTPEHHBINA BHI30BBI —
ogHuM HaxaTueM PTT BbI3bIBatOTCS BCe AOOHEHTBI TPYIIIbI;

- BO3MOXXHOCTb MO3UIIMOHUPOBAHMS aDOHEHTOB KaK BHE,
TaK ¥ BHYTPH MTOMEIIIEHUS;

- IOIIOJIHUTENbHBIC (DYHKIIMU, OCHOBAaHHBIC Ha CKOPOCT-
HOI Iepenaye TaHHBIX, BKIOYas mepenady (hoTo U BUIEO B
BBICOKOM Ka4eCTBe, a TAaKKe Tepenavy (haiios;

- QYHKLINHY TUCTIETYCPCKOTO MPUIOKEHNUS 10 padoTe ¢ OT-
JeTbHBIMI A00OHEHTaMHU U C TPYIIaMUi a0OHEHTOB;

- BO3MOXXHOCTB 3aITMCH BCEX MEPETOBOPOB M JIPYTHX CO-
OBITHUII B CUCTEME;

- UHTEeTpalus ¢ TPAAULIMOHHBIMU CUCTEMAMU PATUOCBS3U
U TeJe(OHHBIMU CETSIMU C TIOMOLIbIO CITELUATBbHBIX LILTI030B.

CoBpeMeHHbIE CUCTEMBI TOJIOCOBOIA CBSI3U, TOCTPOEHHBIE
Ha TexHosoru PoC, otinuaiorcs:

- IPOCTOTOM U BHICOKOH CKOPOCTBIO pa3BepPThIBAHMSI;

- HaJIMYWeM CTIelUaNbHbIX QYHKILINK 6e301MacHOCTH U 3a-
IIMTBI OT HECAHKIIMOHUPOBAHHOTO MOIKIIOUSHUS;

- BO3MOXHOCTbBIO UHTerpauuu ¢ ipyrumu UT-peenusamm
U CYIIECTBYIOIIMMHU CUCTEMaMU PaIlOCBSI3H;

- OOJBIIMM BEIOOPOM a0OHEHTCKHMX TEPMUHAIOB M aKCeC-
CYapoB K HIM;

- 3HAYUTEIbHOI 30HO IOKPHITHUS (B CIIydae pabOTH uepe3
OTIePAaTOPCKUE CETH);

- BO3MOXHOCTbIO TOCTPOUTHL CUCTEMY KJIacca mission
critical mpu pa6ote uepes cetu Private LTE nnn Wi-Fi 6.

A6OH6HTCKVI9 TePMUHANbI B CUCTEMAX YNPABeHUs
u obecneueHms 6esonacHocTn

CoBpeMeHHbIe 1M(bPOBbIE PELIEHNS MO3BOJISIOT PEATU30BbI-
BaTh MPOrPaMMHO-AINMAPaTHbIE PELIEHUST yPOBHS «MOOMIBHBIN
COTPYAHUK», MPENOCTaBISIIONIME BOZMOXHOCTb HE TOJIBKO Ofle-
PaTUBHO TMOJyYaTh U MepeaaBaTh BCIO HEOOXOMUMYIO HHGbOpMa-
LU0 COTPYIHUKY, HO U COXPAHSITh MIPU 3TOM €I0 MOOWIbHOCTb.
Co3znaHue TakKuX pelieHUi CTalo BO3MOXHBIM C Pa3BUTHEM
0eCTpOBOIHBIX CUCTEM CBSI3U U TOSIBJICHUEM Pa3IUYHbIX abo-
HEHTCKMX YCTPOUCTB. Tak coBpeMeHHble cCMapThOH WM TUIaH-
LIET SIBJISIOTCS] YHUBEPCATbHBIMU CPEACTBAMU KOMMYHUKALIUY,
MO3BOJISIIOLIMMU KPOME TOJIOCOBBIX BBI30BOB MepeiaBaTh (HOoTo
WY BUZIEO U paboTath ¢ pa3Hoobpa3HbiMu U T-nipunoxkeHusIMu.

JInst MCToNIb30BaHMsl B CUCTEMax YIpaBieHusl U 6e30MmacHo-
CTH TIPEATNIPUSITHSI ClIeyeT OPUEHTUPOBAThCS HA UCTIONb30BAHUE
CHeLMATBbHBIX (MPOMBIILIEHHbIX) CMApTGHOHOB U MIaHIIETOB,
KOTOpbIE UMEIOT TIOBBIIICHHBIE XapaKTEPUCTUKHU IO 3aIUILIECH-
HOCTH, IPOYHOCTH U HAIEKHOCTU, OaTapey MOBBIIEHHO eMKOC-
TU U crieunanbHyto KHOTKY «PTT» 114 BbImoaHeHUsT (yHKUIUI
rojiocoBoit TexHosornueckoit cBsizu — PoC (Push-To-Talk Over
Cellular), aHanoruuHbIX QYHKUIUSM TPAAULIMOHHBIX CUCTEM
Mpo(ecCUOHATBEHON PaTNOCBSI3H.

Ha peiHke B HacTosiee BpeMs peiaraeTest 00bILIoe YKc-
J10 aboHeHTCKuX TepMuHaioB PoC pasmuyHbix TMMOB. O0IIUM
SIBJISIETCS] BOBMOXHOCTb paboThl yepe3 cotoBbie cet 3G/LTE,
41O TpeOyeT YCTAaHOBKM BHYTpU TepMUHaia SIM-KapThl, wiu
pabota 6e3 SIM-kapTbl pu Ucronb3oBaHuM ceTn Wi-Fi.

bonbumHcTBO PoC TepMUHAIOB MMEIOT CIELUATBHYIO
kHorKky PTT (Push-To-Talk), oqHMM HaxaTheM KOTOpO# o0e-
CIIEUMBAETCS OBICTPBIN BHI3OB IPYroro abOHEHTa WU Cpasy
IpymIbl aDOHEHTOB (IPYMIOBOii BbI30B). MHOIIA B KauecTse
PoC tepMmuHana UCmosb3yIoT U 0ObIYHBIN cMapTdoH, He nuMe-
ot pusndeckoit KHorku PTT. Tlpu atoM rcnosb3yercs
«BUPTYaJIbHasl KHOIKa», MOSIBJISIIOLIASICS HA 9KpaHe cMapThoHa.
Takoii cmocod PPT cBsi3u Bo3MOXkeH, HO He pEKOMEHIYeTCsI 10
MIPUYUHE TOTO, YTO B 3TOM CITy4ae HEBO3MOXKHO 00eCTIeYrTh ObIC-
TPBII BHI30B OTHUM HaxatueM. {711 HaxaTtus Ha «BUPTYaJIbHYIO
KHOIIKY» Ha 9KpaHe TpeOyeTcsl BBIBECTH cMapTGhOH U3 CIISIIEro
COCTOSTHMSI, pa30JoKupoBath ero (Beeas PIN-xon), BbiBecTH Ha
9KpaH HEOOXOAUMOE MPUIIOKEHUE (C «BUPTYATbHOM KHOMKOM»)
U TOJIBKO ITOCJIE 3TOTO HaxaTh Ha Hee. Hamuuue dusudeckoit
kHonku PTT mo3BosisieT 06ecneyuTs BbI30B IEHCTBUTETBHO
OJIHAM HaXaTheM, KaK 3TO IIPOMCXOIUT B CUCTEMAX PATUOCBSI3HU.

Kak u B cucremax paauocsssu, B PoC cuctemax Moryt pa-
0oTaTh HOCUMbIE ADOHEHTCKUE TEPMUHAIBI 1 MOOWIIbHBIE TEP-
MUHaBI (TpeqHa3HAYEeHHbIE IS YCTAHOBKU Ha TPAHCIIOPTHOM
cpenctee). Hocumebie TepmuHaisl PoC nipenctaBieHbl B BUIE
CMapT(OHOB MU TTAHILETOB, UMEIOIIUX CTIELIUATBHYIO KHOMKY
PTT u TepMuHaIOB, BHEIIHE MOXOXUX HA PATUOCTAHIIUM CU-
cTeM MpodeccuoHanbHOM MoouIbHOM paarocsszu (ITMP). PoC
TePMUHABI «TUIA PAAUOCTAHLIMS» IPEAHA3HAYESHBI 17151 PaOOThI
COTPYIHUKOB, KOTOPHIM HE HYXXHbI HUKAKH1e IPYTHe BO3ZMOX-
HOCTH KPOME TOJIOCOBBIX BHI30BOB Pa3IMUIHBIX TUTIOB. VcTomnb-
30BaHMe CMapT(HOHOB U TUIAHIIETOB B KadyectBe PoC TepMuHa-
JIOB MO3BOJISIET a0OHEHTY paboTaTh He ToNbKO B PoC cucteme
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HO U TT0JIb30BaThCs CMaPTPOHOM KakK OOBIYHBIM COTOBBIM
TejaedOHOM WIM UCTIOJb30BaTh Apyrue MT-npuioxeHus.
Takum 06pazoM, cMapT(hOHBI U TIAHIIETHl MOTYT OBITh YHU-
BEPCATBLHBIM CPEACTBOM KOMMYHUKAIIMH, UMEIOIUM BO3-
MoxHocTh PoC u npyrue GyHkuuu.

JLnst pa®oThI B CJIOKHBIX YCIOBUSIX KCIUTyaTalluU Tpedy-
10TCS1 a0OHEHTCKUE YCTPOICTBA C MOBBIIIEHHBIMU XapaKTe-
PUCTUKAMU TIO MPOYHOCTHU U 3aLUIIEHHOCTH, B YACTHOCTH,
MMeIoIIMe TIOBBIIIEHHYIO 3alIUTY OT MbITM U BJIaru (MHICKC
IP) u ynapornpouHble KOpPIyC U 9KpaH, COOTBETCTBYIOIILE
TpeboBaHUSAM BoeHHOro cranaapta MILS10.

HanexHocTh paboThl aOOHEHTCKUX TEPMUHAIOB OIpe-
JiesisieTcsl He TOJIbKO MTPOYHOCThIO Kopryca. B mpodeccuo-
HaJIbHBIX A00HEHTCKUX YCTPOUCTBAX OOBIYHO MCIOIb3YIOTCS
AKKYMYJISITOPBI 0OJIbIIIeil MOIIIHOCTH, TIPEAYCMOTpPEeHa BO3-
MOXHOCTb 3aMEHBI 0aTapeu U 3apsiAKu B HACTOJIBHOM 3a-
PSTHOM YCTPOWCTBE (TUIIA «CTaKaH»), YTO HE TpeOyeT MoCTo-
sstHHOTO Mcrnonb3oBaHust USB-C unu Micro-USB pasbema, a
TaKXe UCIOJb30BAaHUE C TEPMUHAIOM PA3TUYHBIX aKCECCY-
apoB — HAYUTHWKOB, TAPHUTYP, BHIHOCHBIX MUKPO(GOHOB (B
ToM uucie ¢ KHonkoit PTT). bonburucrso PoC tepmunanos
TUTIA «PAAMOCTAHIINS» TTO3BOJISIIOT UCTIOB30BATh COOTBET-
CTBYIOLIME aKceccyapsl oT panuoctanuumii [IMP.

BaxHoit 0cobeHHOCTBIO MPOGheCCUOHATBHBIX A0OHEHT-
CKMX YCTPOICTB SIBJISIETCSI TPOMKOCTD BHEIIHETO TUHAMUKA.
BonbImHCTBO 0OBIYHBIX CMAapT(HOHOB MMeeT BHEIITHUIA AMHA-
MUK, HO TPOMKOCTb €T0 pabOThl 3HAUUTEIBHO MEHbIIE, YEM Y
paguoctanuuii cucteM [IMP, u HenocTaTouHa 111 HOpMaTb-
Hoii paboTel B PoC cuctemax naxe mpu HEBBICOKOM YPOBHE
BHEITHUX 11yMOB. CrienuanabHble cMapT(HOHBI, UMEIOIINE
kHOTIKY PTT, KOMIUIEKTYIOTCS TMHAMUKOM TTOBBIIEHHOM
MOIITHOCTH.

Jlnst paboTHI HA 00BEKTAX C MTOBBIIIEHHBIM PUCKOM B3phIBa
WM TIoXkapa mpemiaraTcs cneuuanbabie PoC cmMapTdoHbl
U TUTAHILIEThI, COOTBETCTBYIOIME TPEOOBAHUSIM CTaHAApTa
ATEX (B3pbIBO3aLIUTA B MBUIEBBIX UM TA30BbIX CPENAX).

bonbinnHeTBo U3 npeaiaraeMbix PoC tepMuHanoB pado-
TaloT MOJ YIPaBJIEHUEM PACIIPOCTPAHEHHbBIX OMePaIlIOHHBIX
CHUCTeM JUT MOOUJIBbHBIX ycTpoiicTB. Yaiue Bcero aTo Android,
HO ecTb U PoC cMmapTdoHb! ¥ MaaHLeTsl, paboTarouue o
yrpasieHueM poccuiickoit OC mis MOOWIBHBIX YCTPOCTB —
ABpopa. Bo3MOXHOCTb UCHOJIb30BaHUSI CMapT(HOHOB U
IJIAaHIIETOB OTeuecTBeHHOro npousBoacTBa ¢ OC ABpopa
(moBepeHHas1 cpea) 0COOEHHO BaXKHO JJIs1 TOCYAapCTBEHHBIX
OpTaHM3aINi U TIPEATIPUSTHI C BBICOKUMY TPEOOBAHUSIMU TIO
UHOOPMAIMOHHON 6€30MacHOCTH.

Hexotopsie PoC TepMuHanbl «tumna paamocTaHIus» pa-
ootator nox ynpasiaeHueM OC Linux. Mcnonb3oBaHue Linux
B PoC TepMuHanax MOXeT AaTh MPEUMYLIECTBO MO CKOPOCTU
COEAMHEHMS, TTOCKOIbKY B 3TOM ciiyyae OC He BBIMOIHSET
HUKaKUX JPYTUX 3a1a4, Kpome BbinoiaHeHus: PoC BBI30BOB.
OnHako pazpadbotka PoC- npunoxenuit mist Linux mo-
JKET 0Ka3aThCs CJOXHEE, YeM aHaJIoTMyHas pa3padoTka A
Android.

I1pu BbIOOpPE AOOHEHTCKOr0 TepMUHAIA KpOMe ero (pyHK-
LIMOHAJILHOCTU U MapaMeTPOB HAEXKHOCTU CJIEIYET OpU-
EHTUPOBATHCS HA UCMOJb30BaHUE 0oJiee MO3AHUX BEPCUU
Android 1 YUTI-CETOB HOBBIX TOKOJIEHUI.

Wnopmaumontas 6esonacHocts u 3awwmra nigopmarmm

TpebdoBaHus K MHPOPMALIMOHHONM 0€30ITaCHOCTH TTOBBI-
IIAFOTCS HE TOJIBKO B OPTaHU3AINSIX OXpaHBI OOIIECTBEHHOM
0€30IacHOCTH 1 TOCYIAapCTBEHHBIX CTPYKTYpaX, HO M B KOMMEp-
YeCKMX KOMITAHUSIX. 3aliTa IepCOHATbHBIX JaHHBIX M KOMMEp-
YecKoii MH(OPMAIK CTAHOBUTCS Bee 0o0J1ee BaxkHOI 3anaveii. C
LIeJTbIo o0ecTieueHnsT MH(POPMALIMOHHOI 0e30TTaCHOCTH ClIeayeT
MIPEMyCMOTPETh BBITIOIHEHUE CISTYIOLIMX IPUHIIUTIOB;

- UcToNb3oBaHue cobctBeHHONM WT-MHMpacTpyKTyphI
TIPEITIPUSTHS

- UCIIOJIb30BaHME COOCTBECHHBIX ITPOTOKOJOB OOMEHa
JAHHBIMM;

- MpUMEHEHNE CPEeICTBA MM(MPOBAHUS M KPUTITOrpahun
(mpu HEOOXOAUMOCTH);

- UCTMOJIb30BaHKE MPOrpaMMHOTO obecrieyeHus U ammnapar-
HBIX CPENICTB OTEYECTBEHHOTO MPOU3BOICTBA;

- BHEJPEHUE CHeUaIbHbIX CPEACTBA UACHTU(hUKAMK a00-
HEHTOB ISl UCKJTIOUEHUSI BO3MOXKHOCTHU CO3IaHUsl «TBOMHUKOB»
1 peaii3alii HeCAaHKIIMOHUPOBAHHOTO MOMKIIOUESHUS;

- HaJIMYME CIIeLMaIbHbIX CPEACTB pabOThl ATMUHUCTpATOpa
CHUCTEMbI, HallpuMep, MpWIoKeHUs a1 MoHuTopuHra UT-
HMHOPACTPYKTYpPhI, 0OeCreYrBaOIIMe ONePaTUBHbIN KOHTPOJIb
HaJ pabOTOM CUCTEMBI.

KOMnneKCHGSI cucrema ynpasneHml 7] 6e30nucnocm
ot komnaHuyn TpuanuHk

PaccMoTpuM KOMILIEKCHYIO CUCTeMY YITpaBiIeHUsI U Oe30mac-
HOCTH, TIOCTPOCHHYIO Ha 0a3e IM(bPOBBIX PEIICHNI OT KOMITAHUH
TpuanuHk. B KauecTBe yHUBEpCAIbHOI IIaT(OPMBI, TIO3BOJIS-
foleit mHTerprupoBaTh pasnuyHble MI'T mpomyKThl MCHonb3yeT-
¢s1 IporpaMMHo-anmapatHblii komruiekc «MAPC MOHUTO-
PUHTI». Cuctema MMeeT OTKPBITYIO apXUTEKTYPY, TIOMIEPKUBAET
OOJIBIIMHCTBO CYIIECTBYIOUIMX MHTEPGhENCOB 1 TPOTOKOJIOB Tie-
penavyr JaHHBIX U UMeeT BO3MOXKHOCTH PACIIMPEHUSI CITHCKA
TONIEPKUBAEMbIX MHTEPGhENHCOB C ITOMOIIBIO CIICIIATBHBIX ILIAT
pacipeHus. CructeMa Mmo3BoJIsieT MOAKIIoYaTh MPOBOAHbBIEC U
0ecrpOBOIHBIE AATYMKU PA3TUYHOTO Ha3HAYEHMsI, OCYILIECTBIISTh
cOop TeneMeTpruIecKoil MHMOPMaIK C JaTYMKOB, BHITOTHSTH
(boto- MM BugEo(UKCcaLUIO MPOU3OIIEIIINIX COObITHI. Takum
obpazom «MAPC MOHUTOPHUHI» nosponsieT co3nasath eau-
HYyI0 UH(DOPMALIMOHHYIO Cpey MPEANPUSTHS U YIIPABIISITH €10,

Hcnombs3oBanue TexHonoruu LoRa mist monkmoyeHust 6ec-
MPOBOIHBIX JATYMKOB IMO3BOJISIET 3HAYMTEIBHO COKPATUTD 3a-
TpaTbl Ha YCTAHOBKY 1 00CTy*KMBaHUE JaTYMKOB U MTOBBICUTh
HaJeKHOCTb X pa0oThl. COOCTBEHHBII MTPOTOKOJ OOMEHA JaH-
HBIMU ¢ OECTIPOBOHBIMU AATYMKAMMU MOBBIIIAET 3ALIUIIIEHHOCTD
cucteMbl «MAPC MOHUTOPUHI». Micrionb3oBaHue B cOCTaBe
cucteMbl «MAPC MOHUTOPUHTI» 6a30Bbix ctaHimiit MARS
CASA, Takxe pa3paboTaHHbIX KOMMaHWeH TpuatuHK, Mo3BoJsieT
MOCTPOUTH cobcTBeHHYI0 LoRa ceTh 17151 cOopa 1 06paboTKu Tene-
METPUYECKOH 1 BUACOMH(MOPMALN.

Otkpbitas apxutekTypa cucteMbl «<MAPC MOHUTOPUHI»
MO3BOJISIET MHTETPUPOBATh C HEell CCTEMbI BUIEOHAOIONEHMS,
cuctemsl ynpasneHust (ERP, SCADA) ot apyrux npousBoau-
TEJIEH, a TAKXKE CUCTEMY TEXHOJIOIMYECKOM IOJI0COBOM CBSI3U
RONET (texHonorust PoC) u cucteMy oroBenieHust 1 TpOMKOro-
Bopsiteit ez «MAPC APCEHAJI» mpousBoncTBa KOMITAHUM
TpuanuHk.
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Cxema KOMNIeKCHOro peLueHus ans ynpasnenms u 6esonacHoc Ha 6ase nnarpopmsl «MAPC MOHMTOPHI»

B xavyecTBe KOMMYHUKAIIMOHHOM CETH TSI pPAOOTHI CCTEMBI
«MAPC MPHUTOPUHI» npennaraercs ucnonb3oBaTh bec-
MpOBOAHYIO ceTh craHzapra Wi-Fi 6 win yactHyo ceth Private
LTE. Beibop omHOro u3 ykazaHHbIX CTAaHIAPTOB MPOU3BOIUTCS
C YYETOM 0COOEHHOCTEH PabOThI U MOTPEOHOCTEN KOHKPETHOTO
3aKa3yuKa.

CxeMa KOMILUICKCHOTO PEIeHUS IS YIIpaBIeHUS U 0e3-
onacHocTt Ha 6a3e ratdopmbl «MAPC MOHUTOPUHT»
MO0Ka3aHa Ha PUCYHKe.

Cucrema moctpoeHa Ha obopynoBanuu 1 I1O oTevyecTBeH-
HOTO TIPOM3BOJICTBA, BKTI0YAs a0OHEHTCKIE TepMUHAJIBI, pado-
taroue nox yrpasineHnem OC ABpopa.

«MAPC MOHUTOPHHI» MoxXeT BBITTOTHITH (DYHKIIAN
cOopa MH(POPMALIUN PA3IITIHOTO TUTIA U BXOTUTH B KOMIDIEKC-
HOe peleHre 00iee BEICOKOTO YPOBHS, TaKOe KaK CUCTeMa
«YMHBII ropoy.

Bbisopp!
udposas TpaHchopmatvs v nepexon Ha peweHus Industry
4.0 IpOXOIUT YCIEIIHO MPY YCIOBUU MPABUIILHOTO MIaHUPO-
BaHUsI U 0OOCHOBAHHOTO BbIOOPA TEXHUUYECKUX CPENCTB U CO-
BpeMEeHHbIX perieHuit. [Tpu aToM 1 obecreueHrst BBICOKOTO
YPOBHS HAIEXKHOCTU PabOThI CUCTEMbI PEKOMEHYETCS CO3AHUE
COOCTBEHHO OeCTIPOBOHOM CUCTEMBI CBSI3U C UCTIOIB30BAHUEM
CTaHIAPTHBIX POTOKOJI0B Tiepenauu faHHbIX Private LTE wm Wi-
Fi6 (IEEE 802.11 ax) 1 TeXHU4eCKHUX PEIIEHUI OTeYeCTBEHHOTO

MPOM3BOACTBA. Takue CUCTEMblI MOTYT YIOBJIETBOPSITH TPe-
0OOBaHUSIM, TIPEABSBISIEMBIM K KPUTUYECKU BaxkKHOI MHGpa-
CTPYKTYpE, TIpY 00eCIeueHN HEOOXOIMMOTO Pe3epBUPOBAHMS
OCHOBHBIX 3JIEMEHTOB CHCTEMbI 1 TUTAHUPOBAHUS €€ (PyHKIIHIA B
YCJIOBUSIX 9KCTPEHHOM CUTYalIUH.

Komnanus TpuanuHk, nMeroniasi MHOTOJIETHUI OITBIT pa-
00ThI B 001acTu BHeapeHus: U T-pelieHuit, OCHOBaHHBIX Ha
HCTIOB30BAHUH MPOTOKOJIOB MAKETHOM Tiepenaur JaHHbBIX
(IEEE 802.3 — Ethernet), unterpauyu UT-cucteM pasnmyHbIX
TUIIOB U CJIOXHOCTH, a TaKXKe OIBIT B pa3paboTKe 1 TOCTaBe
cobctBeHHbIX U T-pelennii, mpemiaraer cucremy «MAPC
MOHUWTOPUHTI» B kauecTBe yHUBEPCATbHOI M1aTPOPMBI 115
MHTETPaLK Pa3TUYHbIX MOICUCTEM U PEIICHUI TPEIIPUSITHIA B
KOMIUIEKCHYIO CCTEMY YIIpaBAeHUs U 0€30IacHOCTH, YIOBIET-
Bopstoiyio TpedboBaHusiM Industry 4.0.
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